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1	Decision/action requested
It discusses secure transferring issue between network and 3rd party in AKMA and proposes to include it into TR.
2	References
 [1]	3GPP TR 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G

3	Rationale
For the study on authentication and key management for applications based on 3GPP credential in 5G,it involves at least 3 stakeholders, i.e. UE, 3GPP network, and application server. It should study how to allow the UE to securely exchange data with an application server by using 3GPP credential. In order to fulfill this requirement, application server should rely on the secure communication result between UE and 3GPP network. It implies that application server will communicate with 3GPP network. As a result, the security for the communication between application server and 3GPP network should be considered as a key issue.
4	Detailed proposal
****************** Start of changes ******************
[bookmark: _GoBack]5.X	Key Issue #X: Communication between 3GPP network and application server
5.X.1 Issue details
When a UE wants to securely exchange data with an application server by using authentication and key management for applications based on the 3GPP credentials in 5G, application server and UE both rely on the result of an AKA run between UE and the 3GPP network. This implies that the application server will have to communicate with the 3GPP network. As a result, security for the communication between application server and 3GPP network should be considered as a key issue.
5.X.2 Security Threats
The connection between the 3GPP network and application server may be subject to eavesdropping, tampering, replay-attacks and/or message forgery.
5.X.3 Potential security requirements
3GPP network and application server shall be mutually authenticated.
[bookmark: _Hlk521498002]Communication between the 3GPP network and application server shall be integrity protected.
Communication between the 3GPP network and application server shall be confidentially protected.
Communication between the 3GPP network and application server shall be replay protected.
****************** End of changes ******************
